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Abstract: Public key infrastructure is an essential component in the field of network and information security, serv-
ing a critical role in scenarios such as digital identity authentication, secure data transmission, and integrity protec-
tion. However, the centralized architecture of traditional public key infrastructure has significant flaws, requiring
users to fully rely on trusted third-party organizations, which undermines users' control over their personal data and
leads to issues such as single point of failure, privacy leakage, and man-in-the-middle attack threats, thus making it
difficult to adapt to the security demands of distributed network environments. To address these issues, decentral-
ized public key infrastructure employs blockchain technology to achieve a decentralized distribution of trust, effec-

tively eliminating the risk of single points of failure. Distributed ledger technology enables users to authenticate
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their identities while minimizing the exposure of personal information, thereby reducing the risk of privacy

breaches. Furthermore, its transparency and immutability enhance protection against data theft and identity forgery,

significantly improving the security and reliability of the system. The core theories and technological foundations

of decentralized public key infrastructure are outlined. A comprehensive and systematic classification framework

for decentralized public key infrastructure is constructed based on network topology and trust management models.

A series of evaluation criteria encompassing security, privacy, performance, and other dimensions is proposed, and

existing methods of decentralized public key infrastructure are reviewed and analyzed according to the proposed

criteria. Finally, the challenges faced by current decentralized public key infrastructure methods are summarized,

and insights into future trends and research directions are provided.

Keywords: decentralized public key infrastructure, digital certificate, blockchain, trust management
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4.1 EROHEEER
4.1.1  FRIE ) 915 AR

N T B8 CA LE AT I P # VR I A il 34k
Wang 2545 T — Rl 56 X BB (10 1535 W 7
Ko EEHET, RSB SIERE
MALEX YA b, FEREE G AT28 4, CABT 1E32 40
() CA 25 R ABAIE S o R Bfl A E 45 DR A5 1) S e B
¥, BB 5 HSe bR A RO E
RO 2, SR B RAE P R 5 R AR IE 15 3%
RIS . R AT, %07 il s
P i IR A5 AR TR B e, A AR T AR e
NBih, ABART 5% e AR M 25, Rk
RAETE A PO R B bR . BARIZ T 5L
TAES FAIE A E AR X LB b 1) I35 B A7 i
FFAUEIE AR, (HRAMEMEE 1T Lamid 7
BTk B0 S8 F P (R 2 AR R OR, R T
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WEPAM Th&E . 2 biid i 3k X ek B A Sk 56
UEE S A R, R AN CA B IX B
RAER, LU TR BRI RA . FIN, 1%
U5 R IF A EEEREP AR SRR,
AR TP ERER. 127 Z5UA PKIK
RIOEEHA, W HEEENRE. A, HR
KEHFRPR A BB .

Namecoin™ Wy Hi s i X B 5 4N 5 X
JE, BRI X PR AR g Ok IR 4
A4, LA UL S DNS R Gi A7 78 1) A0 AL 32 il
R S ) . EiZ RS, B4 5 AHBHT
dhie, WP AGEE AR, iR AR
Frfg #7 fe RATBCE B 5 %38 4 KB A . BT
B A5 A CHAEH L AX B 5 T2
AP0k, ARIE T 304 16 BT BURTE A 19 A o] 5L
ootk . e A EVEAS T, Namecoin )5 R 7
o3 25 R AR I RS Moty TR R A B 2L
Witibrde. BRGNS, BT RERAA
FC BRI BT, A 82 AT i 4y
AT DX B KA 8 T FH P R RS, R AT RE QG
H P AL G4y, XM™EEE T RG] L
Yo fEEIRIEME T, P BB R I
5% DNS fi@ bt T B A fe Vs M3k 4, XAt iR
H T RGN EN, SEEANTE LERER

#fE. SR, Namecoin 7EH /' H G 77 I Z I H 2
EMH, nvrHP A ERMGMEHRE YA, B4
ST RO . FEEERE,
HT T RFLEMmMAEALE RS, SiEHH
KB PGPS A IEH -
4.1.2 WoT JE3) 49151 EAEA

Toorani A1 Gehrmann!**4& H 7 — Fj 3t - [X £t
BEM 2 LB & PKI (decentralized dynamic
PKI, DDPKD A, B7Eff ¥k PKI RSk CA
B R G AR 1 R 2 e XU v A )
. DDPKI fJ#Z 0 AE TSI 1 15 B4R R R
NS PEE, IR G H BN
5i . Az, SHr s p i N BAA T A
OB RICES 0 75 3R AT 2 8 B BB AT Y SUIA
A, XMAHLEIA IR T REENEIRE N %
R EAE R g Nt — DR RG R,
DDPKI 5| N\ T 3 A %5 22817, fetg Pidi s
UEA AR B SAMETIRAS, JoA00 BN X Y
BT, BRI T AR TR AL
o SR, AR BN AR S T T R B A AT
B, KB PO BGE bRt . DDPKIL#
RS SRV B EEM A, FESCRFBE
RALA AR B G R, XM R T 7
X H B i SRR e i HIRL, L THAE
BIER . HAFEREN RS, HT DDPKIFERR T
XF CA FUE Gl Fo s, PRk 5 10F 5 AH SC I F
fhARFR AN FHIE FH Tz

Al-bassam! I H 7 —Fi 5 T LUK B 1) & 1
B R4 ——SCPKI (smart contract-based PKD),
BAEIR T PKI RGHIE L ZatE Lol
FEBEE. SCPKIMH P &5 8 (i 42 st k)
HRHTE, AT ELAEEM L
R, wHEEPOLUE SRR ZRGE RV
ZAH PN H AR 2B S BT SR
H, IR A B AR 2% . SR1M, SCPKIAE
I 5 E BUehy KU 7 TR Z IR N E R4
WP E B bRl . ZARGHFT TR0
CA, H P R A Jo AU 5 — 15 AT S A 1) 4 O
M BRI A, ma st T HAH
Ho RGBT A LIE TP 15 A
EE, HEITAEEICRA TG X et L.
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SEHEN A AT . 1207 SR B REUE - E 4 1
HARAE R A s B
4.1.3 CONIKS IE 3} 6915 /AL AR
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R 4 X R AR D 7 SN, H B R SS28 i
BEA T ReB o, XMREHBMMEESE
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Yoikio SR, 1% 540 3 TG X HUsk 2 T 1 XU
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S P B T A ) R BN ARG E, = 3k
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O HLR X BB () DPKI 5 &, B 7E i Uk PKI
R EAT O A FN X B BE R o] 3 e 22 )
Conifer FIfZ0re Gl N T “HEAERMR” Bl 25
% 45 K6 ER 22 A $4 BT TR) TP HE 3710 00 8 A B 4
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So oA, BRAERR B R S R AN S,
HARME A EP A B X R 58, Wik T
BAERIAR PG A AP B . IR R R RIE
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AT gm AR 7 30 S S UE R . SR, X A
B R T BRAL R s AU 52 3 nld i 4y
PrigefE H SR EiE S P S, 8RR
AR BEIE BT KRB VEFR#E . Conifer 1 1 2 /F #
(1 H 4 45 A ER AL T R A AR R B E AL, 4R
FHT RGN Y. SR, HAh IS bR R 1S 2
O RV
42 REFEEERR
4.2.1 CABABEIZEARDL

S fiEE R PKIAEAE () CA 2 1 Bt S B ) 2
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AR ARIR T 4 G0 i O UIE 33 B 7 1
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Mo TERSFAPRIT 71, CertLedger ifidf [X Hu s 56
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TS UEFISEEL .

RN IA ToT BRIT RBAEHIE %42 BaAl
PRI RN B H 7 T B ARBRAR, Joseph 25061
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SEEMEESNER, RERA TEREEHES
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et 2T RER T e N ERIES
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SEREA L, NFEUETEAARE; [,
T BARENA MR RS, A%
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Fok. AR S, BRZTEAHR GRS
ZYSEHIE I A A FRE B, 98D 1Rk
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RO RN 22 4 KU T R, 3R T — MR T X B
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X.509 chain) . %77 FEil I X HBEFOR SLIE % o
LA CAEH, FFR AR RES 2 B 3L AT IE
P da A EE. RS T RSIEH
(proof-of-service, PoS) iR, A RHHIR 1 Uk
FERAEE PRI A T B M . FE 22 At T7 10,
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TR 78 70 75 R LAl 7E RS ey, PR AE BT
Wb bRt 5 HAFEA R o BARIE TR i R AT
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DRI UE A5 AL 1) o O AAE AT R
6 v FH AT B0 IE 1 22 19 1) &, Chen Z5083 ) T &
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